OFFICIAL - SENSITIVE

“NPCC

National Police Chiefs’ Council

Airwave Tactical Guidance
Firearms Incident Escalation:

Marauding Terrorist Attack (MTA)
MTA on a Moving Train

Terrorist Siege

Op Temperer

Airwave Tactical Advice

Author: Inspector Chris Fleckney

This document updates and replaces "Airwave Briefing 03/2016 - Firearms
Incident Escalation: Marauding Terrorist Firearms Attack (MTFA), Siege, Op
Temperer, Moving Train"

Authorising Officer: Superintendent Jon Dunkerley

Date: 6th January 2021

Version: 5.1

Distribution: All Police Control Room Staff, all Police Airwave Teams, All Airwave
Communications Tactical Advisors and Managers, Police Operational Planners.

Handling Instructions:
Handle as OFFICIAL — SENSITIVE under Government Security Classification Policy.

1



OFFICIAL - SENSITIVE

Document Control

Approved / Issued by:

Name Responsibility Date

Inspector Chris Fleckney Author, NPCC, Operational May 2019 to
Communications in Policing. September 2020

Superintendent Jon Dunkerley |Authorised on behalf of NPCC October 2020
Operational Communications in Policing

This document builds on an original by Trevor Winterbottom and revisions by Inspector
Thomasina Howe and Inspector lan McAtamney.

Issue Control:

Version Date Description

0.1 Original draft

V1.0 01/10/2015 Approved version.

V2.0 12/01/2016 Title changed and re-write to align with
NPCC FA protocols

V3.0 07/03/2016 Re write following complete review with
NPCC FA.

V3.1 04/04/2016 Minor amendments, grammar and references
to HO forces.

/3.2 20/05/2106 Re write, changes to recommended groups
land compliance with NPCC Armed Policing
APPs.

V4.0 02/08/2018 to Re-write to reflect recent Policing events and

\/4.1 10/05/2019 updated CTA advice.

V4.2

V4.3 20/05/2019 Minor amendments and alignment with
“Plato”

V5.0 31/10/2020 Significant changes throughout whole
document.

V5.1 06/10/2020 Change in name of DMO talk group PDM
NATFA 2 to PDM FA 2E in section 3.2 and
Appendix D.

This document replaces the Home Office document “Airwave Briefing 03/2016
- Firearms Incident Escalation: Marauding Terrorist Firearms Attack (MTFA),
Siege, Op Temperer, Moving Train”.

Copies of the older briefing should be withdrawn with immediate effect and
replaced with this document. Local force policy in this area should be
reviewed in line with this document.




OFFICIAL - SENSITIVE

Controlling Documentation

Source documentation used to produce this document includes:

Communications Tactical Advisor Course content and governance documents 2018.
These documents are available from the College of Policing.

National Fleetmap Configuration Guidance, published February 2015.

b

Communication Tactical Advisor Governance Terms of Reference, version 4 - initially
published June 2018.

b

College of Policing National Decision Model Authorised Professional Practice:
https://www.app.college.police.uk/app-content/national-decision-model/the-national-decision-

model/



https://www.app.college.police.uk/app-content/national-decision-model/the-national-decision-model/
https://www.app.college.police.uk/app-content/national-decision-model/the-national-decision-model/











		Document Name



		National Fleetmap Configuration Guidance – National Fleetmap (NFM)



		File Name



		



		Author/s

		Geoff Lowe & Trevor Winterbottom

National Interoperability & Fleetmapping Managers



		Authorisation



		



		Signed version held by

		









.

For additional copies, or to enquire about the content of the document, please contact Geoff Lowe on 07855 397337 geoff.lowe3@homeoffice.gsi.gov.uk or Trevor Winterbottom on 07764 353818  trevor.winterbottom1@homeoffice.gsi.gov.uk . 

[bookmark: _Toc411607887]
Table of Contents

Table of Contents	2

Controlling documents	4

Glossary of Terms	5

1	Introduction	7

2	Intention	8

3	Information	9

Nationally Mandated Talk Groups	9

Mutual Aid Talk Groups (PMA)	9

Other Agencies Talk Groups	9

Terminal and Control Room Configuration	9

Talk group Alphatags	10

Security and Confidentiality	10

Local Sharing Arrangements	10

Appendix A – Nationally Mandated & Mutual Aid Talk Groups	12

Nationally Mandated Talk Groups	12

Police Hailing Talk Group (PFFFF HG1)	12

Police Sharers Hailing Talk Group (PFFFF SHG1)	12

‘EVENT’ Talk Groups (PFFFF EVENT##)	12

Cross Border ‘INTOP’ Talk Groups (PFFFF INTOP1 – 4)	13

Police Inter Service Command Talk Group (PFFFF IC1)	13

Police and Emergency Services Talk Groups (PFFFF ES1 – 3)	13

Firearms Talk Groups (PFFFF NATFA1 and PFFFF NATFA2)	14

Protection Talk Group (PFFFF PROT1)	14

Air to Ground Talk Group (PFFFF A2G1)	14

Government and Law Enforcement Talk Groups (PFFFF GOV1 – GOV2)	15

Inter-Agency Talk Group (XFFFF IAT 1 – ‘X’ denotes Airwave owned)	15

Police Mutual Aid Talk Groups (PMA)	15

PMA Groupings by Use	16

Primary PMA Talk Groups (PMA 01 – 30)	16

‘Administrative’ Mutual Aid Talk Groups PMA31 – PMA50	16

Police Scotland Mutual Aid Talk Groups PMA51 – PMA60	17

London Policing Mutual Aid Talk Groups PMA61 – PMA70	17

‘National’ Mutual Aid Talk Groups. PMA71 – PMA75	17

‘Specialist’ Mutual Aid Talk Groups PMA76 – PMA80	17

Multi Agency ‘Incident Management’ Talk Groups PMA81 – PMA90	18

Quiet ‘Travelling’ Talk Group PMA91	18

Configuration and Programming	20

Multi Agency Mutual Aid talk Groups (XMAMA 01 to 10)	20

Additional Talk Groups at CCI Ports – Priority Recommendations	20

Direct Mode Operation (DMO)	21

Appendix B: Terminal Programming Guidance	22

Terminal Configuration and Programming	22

Control Room Programming Guidance	22

Recording of talk groups	23

Appendix C: Folder Names and Alphatags	30

Forces and other Users by Folder Name and Alphatags	30

Appendix D: Patch and Regroup	33

Summary of Issues	33

Issue 1 – Audio path:	33

Issue 2 – Emergency Button activations:	33

Multi Zone Forces	33

Inter Force Working	33

Fleet Mapping Solution	33

Radio Terminal Issues	34

Control page	35



[bookmark: _Toc411607888]Controlling documents

This section will contain reference to any source material used in the preparation of the document. This should include reference to relevant standards or guides. 

		Description

		Document number

		Revision



		Mutual Aid Talk Groups Document

		

		V. 2.1 Jan 2007



		Nationally Mandated Talk Groups Document

		

		V. 2.1 Jan 2007



		GCKs/SCKs Security & Management Policy

		

		V. 2.1 Dec 2008



		National Fleet Map – 1000 Talk Group Capacity Terminals Document

		

		V. 1.0 Feb 2008



		Police Direct Mode Channel Plan 

		

		V.3.2 2009



		Sharers End to End Process Document

		

		V. 2.0



		Police Pursuit Policy

		

		V. 4.0 Dec 2008





[bookmark: _Toc209718775]

[bookmark: _Toc411607889]
Glossary of Terms

		ACPO / S

		Association of Chief Police Officers / Scotland



		Alphatag

		An alpha-numeric naming convention, applied on the Airwave Service as either an alias for an ISSI or GSSI or as a label for a resource on the network



		Audio Monitor

		Ability to listen to and monitor the status of and activity of a talk group.



		Bilateral Arrangement

		An exchange of talk groups by mutual consent.



		BTP

		British Transport Police



		CCI 

		Communications Control Interface



		CNC

		Civil Nuclear Constabulary



		DGNA

		Dynamic Group Number Assignment 



		DMO

		Direct Mode Operation



		DWP

		Department of Works and Pensions



		Event Monitor

		Ability to monitor the status of and activity of a talk group in the background without audio output. An event monitored talk group on which the emergency alarm function is activated will come immediately to the attention of the operator



		ECTA

		Enhanced Console Talk Group Allocation



		ESSAG

		Emergency Services Sharers Advisory Group



		GCK

		Group Cipher Key



		Geographic Validity

		The geographic area of a talk group over which it is valid for group calls.



		GSSI

		Group Short Subscriber Identity



		HA

		Highways Agency



		HMRC

		Her Majesties Revenue and Customs 



		HO

		Home Office



		ICCS

		Integrated Communications Control System



		IS

		Immigration Service



		ISSI

		Individual Short Subscriber Identity



		Mandated Talk group

		A talk group that must be created, configured and monitored in the prescribed manner. 



		Major Incident

		Simple description of an out-of-the-ordinary event. i.e. Not related to individual organisations definitions of ‘Major Incidents’ designed to trigger mobilisation plans etc.  



		May

		Terminology used to identify a requirement that is not obligatory



		MDP

		Ministry of Defence Police



		MOD

		Ministry of  Defence



		Monitor 24/7

		A talk group that must be audio monitored 24 hours per day, 7 days per week.



		NCA

		National Crime Agency (ex SOCA)



		NFM

		National Fleet Map 



		NPAS

		National Police Air Service



		PMA

		Police Mutual Aid (talk group/s)



		Priority

		A system setting that allows one talk group a higher priority access over another talk group when congestion on a base site is being experienced.



		PUG

		Police User Group



		Radio Terminal

		Handheld or mobile / vehicle fitted radio



		RDT

		Radio Dispatch Terminal



		SF

		Special Forces



		SMT

		Service Management Terminal



		Talk group

		A radio group for a group of users who need to communicate with each other in pursuit of a common purpose



		TMO

		Trunked Mode Operation



		VSP

		Valid Site Profile: The geographic area of a talk group over which it is valid for group calls.



		Will

		Terminology used to identify a requirement that is mandatory and absolute
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1	Introduction  

This document identifies talk groups that are common to all Police Forces and, when configured and shared appropriately, provide national, cross border and inter service interoperability. 

Collectively referred to as the National Fleet Map (NFM), these talk groups were reviewed in 2013. The effect of the review makes changes as follows:

· The mandate to rename all ‘Event’ type talk groups to ‘EVENT’ and increases (in some forces) to the number of ‘EVENT’ talk groups shared.

· The recommendation to make INTOP 4 talk group an ‘open’ and not ‘closed’ talk group.

· Rename FA1 talk group to NAT FA1. Provide an additional firearms talk group to be called NAT FA2.

· The name change of IS1 talk group name to GOV2.

· The removal of PMA 100 to 150 as a radio configuration requirement.

· The mandate to rename Special Forces (SF) talk groups provided by forces for use with SF to SFBRIEF.

This document is an amalgamation and revision of the National Mandated and PMA papers and the National Fleet Map Guidance document. All previous documents should be disposed of.

[bookmark: _Toc411607891]
2	Intention

It is the intention within this document to establish the common procedures and configurations for the use of all Nationally Mandated and Mutual Aid talk groups: 

· All talk groups (except the Other Agencies Talk Groups) contained within this document and their primary functions have been approved and mandated on all forces, by the National Police User Group (PUG) and ACPO/S, to aid interoperability. 

· Whilst some of these talk groups are force specific and carry local force ‘Alphatags’, they will all conform to a national naming convention and usage criteria. 

[bookmark: _Toc193299144][bookmark: _Toc193590629][bookmark: _Toc193596074][bookmark: _Toc193596378][bookmark: _Toc193603857]It is essential that the following individuals and departments are conversant with the contents of this document:

· Force Airwave Management Teams

· Airwave Tactical Advisors

· Control Room Supervisors & Dispatchers

· Event/Operational Planning Departments

· Incident Commanders

· All operational officers should at least be aware of the existence of these talk groups and the location in their radios by way of aid memoir or similar means.

[bookmark: _Toc209718776][bookmark: _Toc411607892][bookmark: _Toc143504852][bookmark: _Toc165890428]
3	Information

[bookmark: _Toc411607893]Nationally Mandated Talk Groups

Each force is required to provide talk groups for interoperability between each other and approved other enforcement and public safety organisations. They are as follows: 

· Hailing talk groups (2)

· Event talk groups (6 – 12 (28 in London, 18 across Police Scotland))

· Cross Border Operational talk groups (4, 6 across Scotland)

· Multi Agency Incident Management talk groups (4 (8 in London, 15 across Scotland))

· Firearms talk groups (2 (6 across Scotland))

· Protection talk group (1 (6 across Scotland))

· Air to Ground talk group (1)

· Government & Enforcement Agencies talk groups (2 (6 across Scotland))

· Inter Agency talk group (1 (3 across Scotland))

NB: Changes in Scotland will be phased, in line with a review of the Command and Control structure which will take place over a protracted period. Where forces are to send personnel to Scotland, talks groups in use and their names should be confirmed. 

[bookmark: _Toc411607894]Mutual Aid Talk Groups (PMA)

A single set of 91 talk groups, owned by the Home Office (HO) and managed by Airwave on behalf of forces. They are not force specific but available to all police forces from a central source whenever the circumstances demand it and provide a national mutual aid communications capability. 

For a detailed explanation of Mandated and PMA talk groups see: Appendix A – Nationally Mandated & Mutual Aid Talk Groups

[bookmark: _Toc411607895]Other Agencies Talk Groups

Where there is capacity and an operational need, forces are encouraged to adopt agreed talk groups from other agencies (such as the Highways Agency, Fire, Ambulance or the National Police Air Service (NPAS)) for inclusion in control rooms and appropriate radio fills. Other Agencies talk groups are however not mandated and do not form part of the National Fleetmap.  

[bookmark: _Toc411607896]Terminal and Control Room Configuration

This document details the information that forces will need in order to configure and maintain their radio and control room equipment including updated Fleetmapping information. 

In particular this relates to the following points:

· The use of the talk groups.

· The configuration of talk groups in relation to Alphatags displayed in both dispatcher and radio terminals.

· The dispatcher and radio terminals into which they will or will not be programmed.

To effect any changes to the policy in respect of these talk groups, application must be made to the PUG via the HO Interoperability & Fleetmapping Managers. This will ensure that a consistent approach to interoperability is adopted and maintained nationally.

To provide a common understanding and expectation, the talk groups identified within this document and their configuration are not ‘advisory’ nor ‘recommendations’, they are mandatory, except where specified, and forces will comply with its contents. Forces may, if they wish, configure mandated or mutual aid talk groups additional to the national requirement. For full programming and configuration details see: Appendix B – Terminal and CCI Port Programming Guidance.

[bookmark: _Toc228010059][bookmark: _Toc228010117][bookmark: _Toc228010175][bookmark: _Toc209718778][bookmark: _Toc411607897]Talk group Alphatags

The 2013 Fleet Map review resulted in a requirement for all talk groups in the National Fleet Map to follow a common naming convention relevant to their intended function. Instructions in this document refer to the user facing alpha tags displayed in the radio terminals, also recommended for use on control room equipment. See Appendix C - Folder Names and Alphatags.

[bookmark: _Toc411607898]Security and Confidentiality 

[bookmark: _Toc405968870]Non Sharing Clause – Third Parties. PMA talk groups are owned and centrally managed by the HO and must not be shared with any other organisation without the express permission of the Emergency Services Sharers Advisory Group (ESSAG) or HO National Fleet Map Managers.  Similarly, MAMA and IAT talk groups are owned and managed by Airwave therefore forces will not share them with other organisations unless expressly approved by Airwave albeit these talk groups are already shared with all other bona fide Airwave Users. 

All other talk groups in the National Fleet Map are owned by the forces themselves who manage them, not just for themselves, but also on behalf of all forces nationally. These talk groups form part of the National Interoperability Strategy as approved by PUG and ACPO and in order maintain a high level of security and confidentiality across all Users that share National Fleet Map talk groups, they should not be shared with other organisations without consultation with the ESSAG or HO National Fleet Map Managers in the first instance. 

When using National Fleet Map talk groups with other approved organisations as part of a pre-planning process or spontaneously in the aftermath of a serious incident, due consideration must be given to the nature of the traffic likely to be passed over the talk groups to ensure confidentiality of information. It is acknowledged that during an incident, the need to communicate will always be the primary consideration.   

[bookmark: _Toc411607899]Local Sharing Arrangements

Whilst this document establishes the national requirements for Interoperability, it does not prevent Forces or other organisations from reaching local arrangements, using in-house talk groups only, with local agencies where required, provided such arrangements do not run counter to the national policy described herein and are fully documented. 

It should be remembered to ensure that any negotiations to share such in house talk groups are discussed with the relevant Operational Planning and Airwave Radio Configuration Teams to ensure operational strategy compliance and Airwave configuration suitability.

It is recommended that interoperability with National Agencies be restricted to agreed national protocols to prevent them from having to negotiate/manage multiple agreements. 

It is strongly recommended (and forms part of ACPO Strategy) that to facilitate national compatibility, ease of use and user familiarity, forces limit interoperability solutions during operations, events and exercises to the use of talk groups from within the National Fleet Map from the outset.  

[bookmark: _Toc411607900]
Appendix A – Nationally Mandated & Mutual Aid Talk Groups

[bookmark: _Toc411607901]Nationally Mandated Talk Groups

The following sections provide a more detailed overview of the Mandated talk group sets. Also detailed in the heading of each talk group set below is the approved and assigned alpha tag in the format: P for Police, FFFF for the force identifier followed by the talk group name; i.e. PWILT HG1 = Wiltshire Police Hailing talk group.  

[bookmark: _Toc165890431][bookmark: _Toc411607902][bookmark: _Toc209718783]Police Hailing Talk Group (PFFFF HG1) 

· Only available to the police service and users from specified approved agencies. 

· Used as the first point of contact for police and approved agencies visiting the host force area. 

· Can be used for police control room to control room interoperability for brief message passing. 

· Not be used for protracted or ongoing events, nor running pre-planned operations. 

· For protracted enquiries or operations, visiting officers or approved agency users will be directed to other talk groups as designated by the force control room.

· May be used for short term communications with police and approved agencies in circumstances where it is operationally imperative to do so and impracticable to direct them to an alternative talk group.  

· Forces will audio monitor this talk group 24/7 and should take that into account when selecting the CCI ports and Dispatcher positions it is available at. 

[bookmark: _Toc401646584][bookmark: _Toc165890432][bookmark: _Toc209718784][bookmark: _Toc411607903]Police Sharers Hailing Talk Group (PFFFF SHG1)

· Only available to approved non-police users of the Airwave Service. 

· To be used as a first point of contact for ‘other Airwave users’ visiting the host force area. 

· Not to be used for protracted or ongoing events nor for running pre-planned operations. It may however be used for short term communications with users from other organisations in circumstances where it is impracticable to direct them to an alternative talk group, e.g. Prison Escort to notify passage through a force area etc. 

· May be used for direct contact between police and other agency control rooms, programming it to sufficient CCI ports to accommodate that function. 

· [bookmark: _Toc165890433][bookmark: _Toc209718785]Forces will audio monitor this talk group 24/7 and should take that into account when selecting the CCI ports and Dispatcher positions it is available at. 

[bookmark: _Toc411607904]‘EVENT’ Talk Groups (PFFFF EVENT##)

· A set of force nominated ‘EVENT’ talk groups shared with all other forces to support mutual aid policing. 

· Only available to the police service and users from specified approved agencies. 

· A minimum of 6 is recommended, however some forces have added further ‘EVENT’ talk groups, up to 12, where that supports their operational needs with additional arrangements for London Policing.   

· These in-house ‘EVENT’ talk groups should become the first choice for support of mutual aid in force areas, leaving the PMA talk groups as back up for extreme circumstances requiring additional nationally available talk groups.

· There is no requirement to audio or event monitor these talk groups other than by arrangement.  

[bookmark: _Toc411607905]Cross Border ‘INTOP’ Talk Groups (PFFFF INTOP1 – 4) 

· Provide interoperability between neighbours during cross-border incidents, especially pursuits (INTOP 1). 

· Only available to the police service and users from specified approved agencies. 

· Each force has 4 INTOP talk groups, three open (“INTOP1” to “INTOP3”) and one closed (“INTOP4”) Interoperating talk groups – now recommended that all 4 are ‘open’. 

· Each geographic host force will program its own “INTOP1” to “INTOP3” talk groups and its neighbours’ “INTOP1” talk group at appropriately selected CCI ports serving their force control room(s). National forces (i.e. BTP and MDP etc) may program other forces’ “INTOP” talk groups into their CCI Ports as required.  

· There is no requirement to audio or event monitor these talk groups other than by arrangement. 

· Each force “INTOP 1” talk group will be adopted as the primary talk group for cross border pursuit management (see Police Pursuit Policy document for further information).  

[bookmark: _Toc411607906][bookmark: _Toc165890437][bookmark: _Toc209718789][bookmark: _Toc165890434][bookmark: _Toc209718786]Police Inter Service Command Talk Group (PFFFF IC1) 

· This talk group is intended for use as an Emergency Service/Multi-Agency Incident Command talk group providing interoperability at silver/tactical command level between police and approved other organisations.

· Forces need only to programme their own and neighbouring forces’ Inter Service Command talk groups into all of its radio terminals. 

· There is no requirement to audio or event monitor this talk group other than by arrangement as part of the process of setting up joint communications for the duration of an event. 

· This talk group will only be exchanged with non-police organisations as authorised by the PUG.

[bookmark: _Toc411607907][bookmark: _Toc165890438][bookmark: _Toc209718790]Police and Emergency Services Talk Groups (PFFFF ES1 – 3) 

· These talk groups are intended for use as Emergency Service/Multi-Agency Incident Command talk group providing interoperability at bronze/operational command level on the ground between police and those other organisations, approved by the PUG, within each force area.

· Forces need only to programme their own and neighbouring forces’ Emergency Services talk groups into all of its radio terminals. 

· These talk groups will only be exchanged with non-police organisations as authorised by the PUG.

· There is no requirement to audio or event monitor this talk group other than by arrangement as part of the process of setting up joint communications for the duration of an event. 

· Two of these talk groups have been designated as ‘first choice’ for specific functions:

· PFFFF ES1: Use e.g. with Military Bomb Disposal resources.

· PFFFF ES3: Use e.g. for generic Search and Rescue operations including Air Ambulances. 

· It must be understood that the groups are not designated exclusively to such use: if any of them are already in use, then an alternative must be found. 

[bookmark: _Toc165890436][bookmark: _Toc209718788][bookmark: _Toc411607908][bookmark: _Toc165890435][bookmark: _Toc209718787]Firearms Talk Groups (PFFFF NATFA1 and PFFFF NATFA2)

· The purpose of these talk groups is to enable immediate interoperability between firearms officers from different forces.

· Forces will program all other forces’ NATFA1 and NATFA2 talk groups into the radio terminals of officers belonging to these groups only but should also include resources that provide integral support to these groups.

· There is no requirement to audio or event monitor these talk groups other than by arrangement. 

[bookmark: _Toc411607909]Protection Talk Group (PFFFF PROT1) 

· The PROT1 talk group allows protection officers from one force to interoperate with protection officers from a host force. 

· Forces will program all other forces’ protection talk groups into the radio terminals belonging to officers who are regularly employed in the protection of political or royal principles only. 

· There is no requirement to audio or event monitor this talk group other than by arrangement. 

[bookmark: _Toc411607910]Air to Ground Talk Group (PFFFF A2G1) 

· This talk group provides communication between the aircraft, dispatchers, ground units and other aircraft in circumstances where the responding aircraft do not have access to the local operational talk group(s) being used. 

· Although NPAS aircraft radios are being configured with regional fills containing the majority of talk groups in use, there remains the possibility that a spare aircraft might be deployed with no access to local groups – in such cases A2G1 will still be required.       

· Ideally the A2G talk group should be configured in control rooms so that it can be patched to any operational talk group.

· All aircraft must have access to all forces Air to Ground talk groups.

· There is no requirement to audio or event monitor this talk group other than by arrangement. 

[bookmark: _Toc165890439][bookmark: _Toc209718791][bookmark: _Toc411607911]Government and Law Enforcement Talk Groups (PFFFF GOV1 – GOV2)

· These talk groups are intended to provide interoperability between officers from official government and law enforcement agencies and officers from the host force (e.g. Dept of Work & Pensions Fraud Investigators, HM Revenue & Customs etc.). 

· Forces will only exchange this talk group with approved non-police government organisations, so as to provide a consistent level of expectation nationally. This does not prevent any additional bilateral arrangements between these authorised groups and host forces.

· There is no requirement to audio or event monitor these talk groups other than by arrangement. Officers from these groups will use the local Police Sharers’ Hailing talk group to make initial contact or by pre arrangement with the force.

[bookmark: _Toc398277124][bookmark: _Toc401646594][bookmark: _Toc398277126][bookmark: _Toc401646596][bookmark: _Toc411607912][bookmark: _Toc165890440]Inter-Agency Talk Group (XFFFF IAT 1 – ‘X’ denotes Airwave owned) 

· This talk group forms part of Forces’ Nationally Mandated set of talk groups.

· It is owned by Airwave and made available on a force by force basis to all Airwave customers. Forces should note that this talk group is available to ALL Airwave Users. 

· The talk group effectively offers interoperability between all Airwave users – forces should however bear in mind the wide distribution of the talk groups when determining their suitability for use and the content of the traffic that is passed over it.

· There is no requirement for forces to audio or event monitor this talk group other than by arrangement.

[bookmark: _Toc224354972][bookmark: _Toc224386614][bookmark: _Toc224386710][bookmark: _Toc411607913]Police Mutual Aid Talk Groups (PMA) 

PMA talk groups are a HO provided resource of 91 talk groups, centrally managed by Airwave and suitably configured in all police radio terminals and at appropriate force CCI ports.

PMA talk groups are not force specific but available to all police forces whenever the circumstances demand it. Mutual Aid talk groups are otherwise dormant and will only be ‘switched on’ or ‘enabled’ when and where required. 

All PMA talk groups will be programmed into all radio terminals, except those allocated to specialist users i.e. PMA76 to PMA 80, which should be restricted to radios issued to authorised users only. 

With the advent of defined use of the force ‘Event’ talk groups, PMA talk groups should be seen as a ‘last resort’ rather than the ‘first point of call’ when planning for major events that require large scale mutual aid.

There are 91 PMA talk groups, divided into 6 sets that specify their use and configuration: 

· Primary

· Administrative 

· National

· Specialist Mutual Aid

· Multi Agency Incident Management 

· Travelling Quiet 

[bookmark: _Toc411607914]PMA Groupings by Use

The following sections describe the configuration, priority allocation and distribution of the talk groups and describe the proposed use for each set.  

[bookmark: _Toc411607915]Primary PMA Talk Groups (PMA 01 – 30) 

· This section defines the PMA talk groups that have been allocated to forces in groups of 10 on a geographic basis.

· Forces shall programme the 10 talk groups assigned to them, in accordance with the ‘Allocation for CCI Ports’ list below into the appropriate CCI ports. 

· Forces may programme some or all of the remaining PMA01 – PMA30 talk group range into their appropriate CCI ports if they wish, and have the capacity to do so.

· The first 3 talk groups from each block of 10 are “command” talk groups and set at Priority Level 2 (PMA 01 – 03, 11 – 13 and 21 – 23). The remaining 7 in each block of 10 are ‘working’ talk groups and set at Priority Level 4. (PMA 04 – 10, 14 – 20 and 24 - 3001 – 03, PMA011 – 13).

PMA 01 – 30 Allocation for CCI Ports

These talk groups are mandatory and as such the following forces will programme them into their CCI ports as shown below. However, in view of the increased use of EVENT talk groups, some forces have chosen to reduce the number of PMA talk groups in their CCI ports which is approved.

· PMA01 – PMA10 have been allocated to: Avon & Somerset, Bedfordshire,  Cambridgeshire, Cleveland, Cumbria, Derbyshire, Durham, Gloucestershire, Greater Manchester, Hertfordshire, Humberside, Lancashire, Leicestershire, Lincolnshire, North Yorkshire, Norfolk, Northumbria, Nottinghamshire, Suffolk, Thames Valley, West Mercia and Wiltshire.

· PMA11 – PMA20 have been allocated to: Cheshire, Dyfed Powys, Gwent, Merseyside, North Wales, Northamptonshire, South Wales, South Yorkshire, Staffordshire, West Midlands, West Yorkshire and Warwickshire. 

· PMA21 - PMA30 have been allocated to: Devon and Cornwall, Dorset, Essex, Hampshire, Kent, Surrey and Sussex.

· PMA51 – PMA60 are designated for use by Police Scotland.  

· PMA61 - PMA70 are designated for use by forces directly involved in the policing of London, i.e. Metropolitan, City of London, BTP and MDP, for the support of incidents in the London area.

· PMA71 - PMA75 have been allocated to: BTP, CNC and MDP and are a requirement on ALL forces for configuration at CCI ports, to facilitate communications between control rooms on national events.

[bookmark: _Toc411607916]‘Administrative’ Mutual Aid Talk Groups PMA31 – PMA50

· This block of 20 PMA talk groups have been created for additional operational and administrative functions where there is no requirement for control room involvement in the talk group. Examples include motor cycle outriders on convoy duties, travelling Football Intelligence Officers, multi-force training requirements such as regional public order training etc. By being available in all police radio terminals these talk groups will also cater for future needs.

· These talk groups are not force specific but will be available to forces whenever circumstances demand it. As with all Mutual Aid talk groups they will be dormant and only ‘switched on’ or ‘enabled’ as and when required and requested in the approved manner. 

· PMA 31 – 33 and PMA41 – 43 are designated as “command” talk groups and are set at Priority Level 2. The remainder will be “working” talk groups and are set at Priority Level 4.

[bookmark: _Toc411607917]Police Scotland Mutual Aid Talk Groups PMA51 – PMA60

· This block of 10 PMA talk groups has been designated on a ‘long term’ basis to Police Scotland to support them during changes to their control rooms and working practices falling from the amalgamation of the previous 8 forces.  

[bookmark: _Toc411607918]London Policing Mutual Aid Talk Groups PMA61 – PMA70

· This block of 10 PMA talk groups has been designated for the policing of London, primarily by the Metropolitan and City of London Police, British Transport Police and Ministry of Defence Police when operating in that area and any other forces called upon to provide mutual aid. 

[bookmark: _Toc411607919]‘National’ Mutual Aid Talk Groups. PMA71 – PMA75

· The use of these five talk groups will be same as PMA 01 - PMA30. However these five talk groups are common to ALL Police Forces both in terminals AND at dispatcher positions. They are available for use nationally and are allocated to the three national Police Forces BTP, CNC and MDP to facilitate mutual aid between them and any other Police Force.  These talk groups will enable National and Local Force control rooms to communicate directly with each other and are not geographically restricted. 

· In addition to the National Force use, these talk groups may be used by any force who requires the ability to run a single event across the length of country with the ability to communicate directly with all other forces control rooms. An example for use would be the ‘Round England Cycle Race’ as controlled by West Yorkshire Police.

· Forces will programme these five talk groups into appropriate CCI ports. This will allow for joint operations between forces that have been allocated different sub-sets of the PMA talk groups. 

· PMA 71 – 75 talk groups have been allocated to: BTP, CNC and MDP to facilitate communications between control rooms on national events – they do not have an allocation from the PMA 01 – 30 range.

· These talk groups will be treated as “working” talk groups and are set to Priority Level 4.

[bookmark: _Toc411607920]‘Specialist’ Mutual Aid Talk Groups PMA76 – PMA80	

· These talk groups provide additional interoperability between specialist officers from different forces providing mutual aid. 

· Forces will only programme these five talk groups into radio terminals belonging to the same group of officers that have access to Firearms and PROT talk groups:

· Covert / Surveillance Officers

· Firearms Officers

· Special Branch Officers

· Protection Officers

· Resources that provide integral support to these groups.

· These talk groups will reflect their intended specialist use and are set at Priority Level 2. 

[bookmark: _Toc411607921]Multi Agency ‘Incident Management’ Talk Groups PMA81 – PMA90

· This section defines the PMA talk groups that have been allocated for the purpose of supporting Multi Agency Incident Management with approved other organisations. 

· The talk groups are defined as belonging to the extended “Blue Light” public safety and civil contingency responder organisations.

· The talk groups are only available to the Police Service for booking purposes. The host force will make the initial request to AIRWAVE to use these talk groups giving as much notice of the requirement as possible.

· These talk groups are “closed” talk groups, however forces may programme some or all of them into CCI ports serving their force control rooms if required. 

· In order to allow forces to incorporate the availability of PMA Talk Groups PMA81 to PMA90 into Force plans and to facilitate better management of the potential demand, they are subdivided into groups of two, in line with the original PMA1 to PMA30. 

· There is no requirement to programme PMA81 to 90 into CCI ports, however where forces see this as beneficial, the following groupings shall be used:

· PMA81 – PMA82 as per Forces with PMA 01 to PMA 10 as defined above.

· PMA83 – PMA84 as per Forces with PMA 11 to PMA 20 as defined above. 

· PMA85 – PMA86 as per Forces with PMA 21 to PMA 30 as defined above.

· PMA87 – PMA90: Will remain available for use as required including 87/88 for use by Police Scotland and 89/90 to MPS.

· Forces will not exchange these talk groups with any other organisation. Where other approved organisations are identified, the relevant details will be provided to them by Airwave on the specific authority of the Emergency Services Sharers Advisory Group (ESSAG) on behalf of the PUG. 

· These talk groups will be treated as “working” talk groups and are set at Priority Level 4.

[bookmark: _Toc411607922]Quiet ‘Travelling’ Talk Group PMA91

· This single talk group is intended as a ‘quiet’ talk group that all travelling police users can select on their radio terminals to enable them to affiliate to the network. Users shall then only make or receive point to point or telephony calls which will allow communications with home forces without ‘dragging’ group traffic across the country.

· This talk group cannot be used for making ‘group’ calls – the group call function is disabled.

· Emergency Button activations will not function on this Talk Group.

· This talk group will be permanently enabled and is available to any travelling officer without seeking prior authorisation.

· This is a ‘closed’ talk group and will not be programmed into any CCI Ports. 

· Police Forces will programme this talk group into all their radio terminals. It should be placed alone in its own folder or range and it is recommended that, where possible, the radio terminal is configured to make it “Receive Only”.

PMA Talk Group Administration

The following process should be used for enabling PMA talk groups:

· Force raises a Remedy Case via their SMT with Airwave giving as much notice as possible; 6 weeks if possible, however shorter times will be accepted given certain circumstances.

· For a spontaneous requirement, contact the Airwave Customer Helpdesk by phone in the first instance for an immediate response but must be followed by Remedy Case confirmation via the SMT as soon as possible after the call.

· Where an Event is likely to commence before the start of conventional office hours on a given date, forces are advised to book the talk groups one day early to ensure availability. This also provides an opportunity for testing if required. 

· Forces must notify Airwave immediately they have finished using a talk group so that it may be turned off or re-allocated for use by another force.  

· All forces will comply with the PMA talk group alpha tag naming convention as detailed in each heading of the talk group sets in the sections above.  

· No force, organisation or individual user, with the exception of authorised individuals tasked with the national management of these talk groups, is permitted to use or monitor any PMA or MAMA talk group that has not been specifically allocated. 

· PMA91 will always be active as a quiet travelling talk group. 

· No changes shall be made to the build, use or allocation of these talk groups without the express authority of the HO National Interoperability and Fleetmapping managers on behalf of the PUG.

· In the event of conflict over the use or allocation of these talk groups; initial negotiation will be via the appointed National Interoperability and Fleet Mapping Managers on behalf of the PUG, with escalation to the Chair of the PUG or other nominated senior Police Officer member if necessary. 

· Given the unpredictability of the type of incidents likely to generate a need for Mutual Aid, it should be noted that ‘early booking’ of Mutual Aid talk groups will not necessarily guarantee their availability on the day. The relative priorities of forces requirements will be subject to constant review and decisions made accordingly.

All ‘Police’ PMA talk groups are available to all HO and non HO national police forces and Defence (Land Army, Royal Navy and Royal Air Force). 

[bookmark: _Toc411607923][bookmark: _Toc157773626][bookmark: _Toc209718804]Configuration and Programming

· All PMA talk groups will be programmed into all police hand held and mobile radios nationally except where expressly stated to the contrary in the sections below. 

· Each force will program 15 specified National PMA talk groups appropriately at dispatcher positions serving the force control room(s). Forces may programme additional PMA talk groups into their CCI ports if they wish to do so in line with the recommendations in the section below – Additional Talk Groups at CCI Ports – Priority Recommendations.

[bookmark: _Toc398277134][bookmark: _Toc401646604][bookmark: _Toc411607924]Multi Agency Mutual Aid talk Groups (XMAMA 01 to 10) 

Multi-Agency Mutual Aid (MAMA) talk groups are similar in provision to the PMA talk groups described above but are Airwave owned and available to All users of the Airwave Service including the Police Service. The police service has no control over which users of the Airwave radio service are given access to these talk groups, however they do allow for full multi-agency interoperability at a large-scale event or incident. 

Any service or organisation may decide whether they wish to use these talk groups at a particular event or incident although coordination is essential which for the police service is via the same method as booking PMA talk groups or by telephone to the Airwave Customer Helpdesk.

The priority level for these talk groups is same as that for the Inter-Agency talk group and is set at Priority Level 7.

To allow for interoperability at the ‘All Airwave User’ level, forces will programme these 10 talk groups into all their radio terminals.

These talk groups are “closed” talk groups, however it is recommended that forces programme some (or all) of them into CCI ports serving their force control rooms if required and capacity is available to do so.  

In order to allow forces to incorporate the availability of MAMA talk groups into Force plans and to facilitate better management of the potential demand, they are subdivided into groups of two, in line with the PMA talk groups described in previous sections. The following groupings shall be used:

· NB: MAMA 01 is permanently activated on the network for immediate spontaneous incidents and should, therefore, not be used for configuration in control rooms.

· MAMA 02 – MAMA 03 as per Forces with PMA 01 to PMA 10.

· MAMA 04 – MAMA 05 as per Forces with PMA 11 to PMA 20 and PMA 51 to 60.

· MAMA 06 – MAMA 07 as per Forces with PMA 21 to PMA 30 and PMA 61 to 70.

· MAMA08 to MAMA10 remain unallocated for use as required.

[bookmark: _Toc411607925][bookmark: _Toc209718779][bookmark: _Toc157773628][bookmark: _Toc209718806]Additional Talk Groups at CCI Ports – Priority Recommendations 

The inherent capacity restriction at CCI ports allows for only 71 talk groups as an average across the total of forces CCI ports. Generally forces have utilised their capacity to the full and little room is available to configure more talk groups to them. However, most forces have undergone a rationalisation programme of their Fleet Map and some scope is available to consider additional talk groups.

It is recommended by PUG that, where there is scope to add more talk groups, the national sets should be considered in preference to local ones.

The list below outlines the talk groups that should be considered and the priority order in which they should be considered:

· Priority 1 = Add more neighbours INTOP 2 & 3 talk groups. 

· Priority 2 = Add 2 x from PMA 81 – 90 range.

· Priority 3 = Add 2 x from MAMA talk groups.

· Priority 4 = Add 2 or more from PMA 31 – 50 range.

Where forces accept this guidance as a viable option, they should select talk groups in line with guidance outlined in Sections above.  

[bookmark: _Toc230438336][bookmark: _Toc411607926]Direct Mode Operation (DMO)

Direct Mode Operation (DMO) or ‘back to back’ provides a communications capability from the Airwave radio when the Trunked Mode Operation (TMO) service is not available or not operationally desired.  

Currently, police radios hold 2 versions of a DMO fleetmap; one pre encryption and one post encryption (identifiable by the suffix ‘E’). 

The mandated default use of DMO talk groups, from now on, is to use the encrypted set of talk groups. This provides some grounds to remove the unencrypted set from radios, however it is possible that at some point in the future if we need to enable functionality to change DMO encryption keys, encrypted DMO talkgroups will be inaccessible to users for a period of time, which could be a number of days. As a result it is recommended to retain the unencrypted groups. If you retain the un-encrypted DMO talkgroups, you will be able to use those talkgroups as a fallback to cover the interim period. 

If forces have already removed the unencrypted set from their radios or there is a strong business reason to do so, forces need to accept a risk that if the functionality to change DMO encryption keys is enabled, they will be without DMO talkgroups for a period of time – possibly a number of days.

		Type of DMO talkgroups

		Naming

		Retain talkgroups



		Encrypted

		‘E’ suffix in the Alphatag 

		Mandatory



		Un-encrypted

		No suffix

		Recommended

























[bookmark: _Toc411607927]
Appendix B: Terminal Programming Guidance

[bookmark: _Toc411607928]Terminal Configuration and Programming 

To minimise confusion for users who may be trying to find a national talk group in fast time, it is recommended that forces program their radio terminals in accordance with the information provided, using the following method:

· Nationally Mandated and ‘Event’ Talk Groups: In hand held and mobile radios, create one folder for each force or organisation, as per the example given in Appendix C - Folder Names and Alphatags, into which are programmed the relevant Mandated and Event talk groups.

· Mutual Aid Talk Groups: In hand held and mobile radios, create folders for the Mutual Aid Talk Groups PMA 1 to 91. Allowable folder sizes vary according to age, type of radio and software version – forces should ensure that all such folders a) appear consecutively in their radios and b) are clearly named to show which talk groups they contain. 

· All Mandated and PMA talk groups will be programmed into all police hand held and mobile radios nationally except where expressly stated to the contrary (next bullet)

· Forces should ensure talk groups PFFFF NATFA1, PFFFF NATFA2, PFFFF PROT1 and PMA 76 to 80 are only loaded into radios used by officers engaged in Firearms or Protection roles.  

[bookmark: _Toc411607929]Control Room Programming Guidance

Control Room Configurations should be in line with the ACPO/S approved recommendations of the National Interoperability Programme as detailed below.

Forces are encouraged to program some other Mandated talk groups from other forces (especially neighbours) at their own dispatcher positions. This is not mandatory (except for neighbours INTOP 1 talk groups for pursuit management) but will facilitate communication between force control rooms by mutual agreement with those other forces. Neighbours INTOP 2 talk groups in particular should be considered, as availability of these will facilitate two concurrent cross border incidents.    

Mutual Aid can become an integral part of the policing of a geographic area. Where resources from mixed forces work in support of local units, it may be necessary to patch PMA talk groups to local talk groups to facilitate that. The alternative is for all police resources in the affected area to move to the PMA talk groups. Forces should ensure they have sufficient capacity to facilitate either methodology, bearing in mind the potential for multiple sites across force area. Full adoption of the national Fleet Map will mitigate this as the first choice of talk groups will then be the 6 local ‘EVENT’ talk groups nominated by forces.  

As Mutual Aid talk groups are zoned independently from Force talk groups, any patching between Force and PMA talk groups will, by default, be cross-zone. The missing’ audio link created by a cross-zone patch should be taken into account when considering which CCI ports should have PMA and Interoperability talk groups presented to them. See Appendix D – Patch with Regroup. 





ICCS Capabilities

Some ICCS equipment can only offer operators the choice of a single fixed CCI port, others allow the choice of a single CCI port from a pool of suitably configured ports. In these circumstances the only way to ensure full flexibility is to deliver the talk groups to as wide a range of CCI ports as possible. 

Other ICCS equipment offers the possibility of a number of CCI ports being utilised to provide a combination of talk groups to an operator. In this circumstance, loading of the talk groups in question on to sufficient CCI ports to support the anticipated routine and major incident use of the groups in question will suffice. Forces should however ensure that there is sufficient access to the groups to support multiple operators working in support of major incidents. 

Forces should also be mindful that when groups are connected together across multiple CCI ports, this is an ICCS function and there are no economies of use of time slots through re-grouping. This may have a detrimental effect on capacity particularly when multiple agencies are present at a scene.   

Enhanced Console Talk group Allocation (ECTA)

ECTA is the means by which forces may rapidly change the talk groups allocated to their CCI ports. Dependent on the ICCS solution in use this may allow rapid changes to Control Room consoles to support operational requirements however the functionality is not dynamic: forces ICCS equipment will also require reconfiguration to pick up any changes to CCI ports – in most cases a significant piece of work. It should be borne in mind that ECTA does not allow the addition of extra talk groups, only a change of talk groups on a one for one basis

As a minimum, forces will have access to the following talk groups via ECTA:

· All talk groups delivered to CCI ports at the time of its introduction into the force.

· All PMA Talk Groups

· All neighbours INTOP talk groups. 

Forces must obtain permission from the relevant owning force before adding any of their neighbours INTOP talk groups to control room positions. 

Forces may add PMA talk Groups to CCI ports via ECTA as required to suit operational needs. This does not preclude the need to book access to the PMA talk groups as described above.  

[bookmark: _Toc411607930]Recording of talk groups

Forces are reminded to refer to any prevailing force policy, national policy or guidance on the recording of talk groups.  
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Appendix B continued – Terminal Programming Guidance

		National Mandated Talk Groups



		Talk Group

		Control Room Availability

		Comments

		Radio Fill

		Comments



		Police Hailing talk group

		Sufficient Positions to ensure they are monitored 24 hours a day and answered in a timely manner.  

		Where hailing groups are monitored on desks responsible for other work there is a risk that hailing calls are not heard.  

		All Police hailing groups in all police radios.

		



		Sharers Hailing talk group

		Sufficient Positions to ensure they are monitored 24 hours a day and answered in a timely manner.  

		Where hailing groups are monitored on desks responsible for other work there is a risk that hailing calls are not heard.  

		Home force and operational neighbour’s radios as a minimum.

		Where space permits share hailing groups from forces beyond immediate neighbours. 



		‘EVENT’ talk groups 

		As a minimum all operator positions used for the control of incidents outside business as usual in forces.  Ideally all positions. 

		Once the National Fleet Map has been adopted all visiting officers will have access to these talk groups. They are expected to become the first choice for support of Mutual Aid.   

		All Police radios. 

		



		Home Force INTOP 1 talk group

		All operator positions.

		Approved for pursuit management. Must be available for patching to all operational talk groups for this purpose. 

		All police radios. 

		A ‘one touch’ process to select this talk group, particularly on vehicle sets, is desirable.





		Talk Group

		Control Room Availability

		Comments

		Radio Fill

		Comments



		Home Force INTOP 2 and 3 talk groups 

		All operator positions.

		INTOP 2 proposed for pursuit management where INTOP 1 is engaged. Must be available for patching to all operational talk groups for this purpose.

Also for support of local mutual aid and cross border incidents. 

		All police radios. 

		



		INTOP 4 talk group

		Now recommended to be added to CCI ports if capacity exists.   

		Support of local mutual aid and cross border incidents.

		All Police radios.

		



		NEIGHBOURS INTOP 1 talk group

		All operator positions from which an incoming cross border pursuit would be managed.  

		In selecting the positions, forces should be mindful of the possible need to patch neighbours INTOP 1 to local talk groups in the event of a decamp etc.  This might in effect mean all positions.  

		All Police radios. 

		



		IC 1 

Inter-Agency ‘Silver’ Command talk group

		Operator Positions designated to the support of major incident Silver Command as dictated by force policy.

		

		Home force and operational neighbours.

		Where space permits there is no reason to exclude IC 1 talk groups from forces beyond immediate neighbours.



		ES 1 – 3 

Inter - Agency Bronze talk groups

		All operator positions

		A number of sharer organisations who may require patching to local operational officers in support of business as usual have been granted access to these talk groups.

		Home force and operational neighbours.

		Where space permits there is no reason to exclude ES talk groups from forces beyond immediate neighbours.



		Talk Group

		Control Room Availability

		Comments

		Radio Fill

		Comments



		NATFA1 & NATFA2  Firearms talk groups

		Operator Positions designated to the support of Firearms incidents as dictated by force policy. 

		Some forces run firearms incidents on the local Command Unit dispatch desks; others will use designated positions and controllers. 

		Only in radios issued to qualified firearms officers and other trained staff who regularly work alongside them. 

		Force working practices will determine which officers should have these talk groups. Not for general issue.



		National Protection talk groups

		Operator Positions designated to the support of Protection incidents as dictated by force policy.

		Some forces run such incidents on the local Command Unit dispatch desks; others will use designated positions and controllers.

		Only in radios issued to qualified protection and firearms officers and other trained staff who regularly work alongside them.

		Force working practices will determine which officers should have these talk groups. Not for general issue.



		Protection Talk Groups provided by the Metropolitan Police 

		Not for control room configuration except by arrangement for support of protection teams.  

		

		Only for qualified protection and firearms officers and other trained staff who regularly work alongside them.





		Force working practices will determine which officers should have these talk groups. Not for general issue.



		Talk Group

		Control Room Availability

		Comments

		Radio Fill

		Comments



		National A2G Air to Ground talk groups

		Ideally - all operator positions

		There is a possibility that a spare NPAS aircraft might be deployed with no access to local groups – in such cases A2G1 will be required.

		All Police radios, including all A2G talk groups in all Aircraft. 

		



		GOV 1 and GOV 2 Other enforcement agencies talk groups

		Operator Positions designated to the support of other Enforcement Agencies as dictated by force policy.

		If the other agencies have local police officers embedded in the teams, then calls for assistance will come via that route on local talk groups. If not GOV 1 – 2 should be available at all operational positions to facilitate event monitoring and patching if required.  

		Home force and operational neighbours.

		Where space permits include these talk groups from forces beyond immediate neighbours.



		IAT 1, All other users talk groups

		All operator positions

		All  approved sharer organisations who may require patching to local operational officers in support of business as usual have been granted access to these talk groups.



		All Airwave radios.

All Home force and operational neighbours. 

		Available to all Airwave Users. 

Where space permits include these talk groups from forces beyond immediate neighbours.



		Police Mutual Aid (PMA) Talk Groups



		National ‘PRIMARY' Mutual Aid talk groups 1 to 30

		Each force has a designated subset set of 10 Mutual Aid talk groups which ideally should be in all operator positions. 

		Mutual Aid can become an integral part of the policing of a territorial area, so availability of PMA talk groups for patching is the ideal, policing might be moved to PMA on specified positions in line with force working practices.

		All Police radios.

		



		Talk Group

		Control Room Availability

		Comments

		Radio Fill

		Comments



		National ‘ADMIN’

Mutual Aid talk groups 31 to 70

		Not required in police control rooms, but forces have a subset of 10 available for configuration if space permits. 

		Up to 16 forces share each subset of the ten primary MA talk groups PMA 1 to 30.  Access to the forces secondary set will reduce the risk of clashed when multiple forces require mutual aid. 

PMA 51 to 60 is designated to policing of Scotland and 61 to 70 to the policing of London.   

		All Police radios. 

		



		National ‘NATIONAL’ Mutual Aid talk groups 71 to 75

		Mandated in all control rooms. Operator positions designated to the support of major incidents as a minimum. 

		For use where simultaneous communications across multiple forces control rooms is required. i.e. the Tour de France and Round Britain Cycle race.  Also for use by National Forces invoking mutual aid with a local Force and vice versa involving two or more control rooms

		All Police radios. 

		



		National ‘SPECIALIST’ Mutual Aid talk groups 76 to 80

		Not for control room configuration except by arrangement for support of protection or firearms teams.  

		National back-up for local Firearms and Protection talk groups. 



		Only in radios issued to qualified firearms officers and those who regularly work alongside them. 

		Force working practices will determine which officers should have these talk groups. Not for general issue.



		National ‘MULTI AGENCY’

Mutual Aid talk groups 81 to 90

		Where space is available, two from this range should be available at operator positions for the support of multi agency events.

		National back-up for local ES talk groups. Multi Agency working is likely to become an integral part of the management of major incidents, so availability of at least a subset of these talk groups for patching is the ideal.

		All Police radios.

		



		Talk Group

		Control Room Availability

		Comments

		Radio Fill

		Comments



		National ‘TRAVELLING – QUIET’ Mutual Aid talk group 91 

		Not required in Control Rooms

		Intended for use to support radios travelling across the UK. Transmit not enabled. Radios can make or receive P2P or phone calls and remain affiliated to the network but do not affect capacity other than when used for P2P or phone.

		All Police radios. 

		



		Multi Agency Mutual Aid (MAMA) Talk Groups



		Multi-Agency Mutual Aid talk groups MAMA 1 to MAMA 10 

		Each force has a designated subset set of 2 MAMA talk groups which should, if space permits, be available at operator positions designated for the support of multi agency events.

		National back-up for local IAT talk groups. 

Multi Agency working is likely to become an integral part of the management of major incidents, so availability of at least a subset of MAMA talk groups for patching is the ideal. 

		All Airwave radios. 

		Owned by Airwave and given to all subscriber organisations. 







[bookmark: _Toc228006246]



[bookmark: _Toc411607931]Appendix C: Folder Names and Alphatags

[bookmark: _Toc193299163]The force specific talk groups use the familiar format of ‘P’ for police, followed by the forces identifier and then the talk group function indicator, such as PHANT HG1, PMPS NATFA1 etc.    

PMA talk groups have been assigned the alpha tags PMA01 – PMA91 and the Airwave owned Multi-Agency Mutual Aid talk groups have been assigned the alpha tags XMAMA01 – XMAMA10. (X for eXchange talk groups rather than Police).

Use of these Alphatag formats and the ‘EVENT’ label is mandated by PUG. 

Organisations may exchange other talk groups with each other to facilitate interoperability, however if they do, they must understand the importance of using readily understandable and consistent alpha tags and the impact on themselves and other users of changing them after they have been exchanged. In addition user organisations must accept the implications in terms of network and information security inherent in the sharing process.

[bookmark: _Toc411607932]Forces and other Users by Folder Name and Alphatags

		Force Name

		Force Code

		Folder Name

		Alphatag



		AVON & SOMERSET

		M2QP

		AVON-QP

		PAVON



		BEDFORDSHIRE

		M2VA

		BEDS-VA

		PBEDS



		BRITISH TRANSPORT POLICE

		M2BX

		BTP-BX

		PBTP



		CAMBRIDGESHIRE

		M2VB

		CAMBS-VB

		PCAM



		Central Motorway Group 

		

		CENTRAL-MPG

		



		CHESHIRE

		M2BA

		CHESHIRE-BA

		PCHE



		CITY

		M2CP

		CITY-CP

		PCITY



		CNC

		M2LZ

		CNC-UX

		PCNC



		CNC / MDP Joint

		

		CNC-MDP

		



		CLEVELAND

		M2LZ

		CLEVE-LZ

		PCLEV



		CUMBRIA

		M2BB

		CUMBRIA-BB

		PCUMB



		DERBYSHIRE

		M2NA

		DERBY-NA

		PDRBY



		DEVON & CORNWALL

		M2QB

		DEV&CORN-QB

		PDVCO



		DORSET

		M2QC

		DORSET-QC

		PDORS



		DURHAM

		M2LA

		DURHAM-LA

		PDHM



		Force Name

		Force Code

		Folder Name

		Alphatag



		DYFED POWYS

		M2WH

		DYFED-WH

		PDYFD



		ESSEX

		M2VG

		ESSEX-VG

		PEP



		GLOUCESTERSHIRE

		M2QL

		GLOS-QL

		PGLOS



		GREATER MANCESTER

		M2CK

		GMP-CK

		PGMP



		GWENT

		M2WO

		GWENT-WO

		PGWT



		HAMPSHIRE

		M2HC

		HANTS-HC

		PHANT



		HMRC

		

		HMRC

		



		HERTFORDSHIRE

		M2VH

		HERTS-VH

		PHERT



		HIGHWAYS AUTHORITY

		 

		HIGHWAYS

		THA



		HUMBERSIDE

		M2XH

		HUMBER-XH

		PHUMB



		KENT

		M2KA

		KENT-KA

		PKENT



		LANCASHIRE

		M2BD

		LANCS-BD

		PLANC



		LEICESTERSHIRE

		M2NL

		LEICS-NL

		PLEIC



		LINCOLNSHIRE

		M2NC

		LINCS-NC

		PLINC



		MERSEYSIDE

		M2CH

		MERSEY-CH

		PMER



		North West Motorway Group

		

		NW-MPG

		



		METROPOLITAN POLICE

		M2MP

		MET-MP

		PMPS



		MINISTRY OF DEFENCE POLICE

		M2MD

		MDP-MD

		PMDP



		NORFOLK

		M2VK

		NORFOLK-VK

		PNFK



		NORTH WALES 

		M2WA

		N WALES-WA

		PNWP



		NORTH YORKSHIRE

		M2XN

		N YORKS-XN

		PNYP



		NORTHAMPTONSHIRE

		M2NG

		N"HANTS-NG

		PNPTN



		NORTHUMBRIA

		M2LB

		N"UMBRIA-LB

		PNP



		NOTTINGHAMSHIRE

		M2NH

		NOTTS-NH

		PNOT



		Force Name

		Force Code

		Folder Name

		Alphatag



		SCOTLAND

		

		SCOTLAND-SP

		PSCOT



		SOUTH WALES

		M2WL

		S WALES-WL

		PSWP



		SOUTH YORKSHIRE

		M2XS

		S YORKS-XS

		PSYKS



		STAFFORDSHIRE

		M2YF

		STAFFS-YF

		PSTAF



		SUFFOLK

		M2VL

		SUFFOLK-VL

		PSUFF



		SURREY

		M2HJ

		SURREY-HJ

		PSY



		SUSSEX

		M2KB

		SUSSEX-KB

		PSX



		THAMES VALLEY

		M2HB

		TVP-HB

		PTVP



		WEST MERCIA

		M2YK

		W MERCIA-YK

		PWMER



		WEST MIDLANDS

		M2YM

		W MIDS-YM

		PWMP



		WEST YORKSHIRE

		M2XW

		W YORKS-XW

		PWYP



		WARWICKSHIRE

		M2YJ

		WARWICK-YJ

		PWARK



		WILTSHIRE

		M2QJ

		WILTS-QJ

		PWILT
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Appendix D: Patch and Regroup

[bookmark: _Toc411607934]Summary of Issues

The SPS is interpreted as stating that where two Talk Groups are patched together by an Operator, all mobile radios (includes handsets) shall be able to hear all audio from mobile users on both Talk Groups and from the original dispatcher, plus any other Dispatcher should only need to select one of the two Talk Groups in the patch to be able to hear all audio from both mobiles and dispatchers.  This is not the case. Two issues have been found:

[bookmark: _Toc411607935]Issue 1 – Audio path:

Where the two Talk Groups are homed in the same Zone, the above functionality is available. Where the two Talk Groups are homed in different zones, then the functionality does not work, in that subsequent Dispatchers in zones other than where the Talk Group is homed attempting to monitor the two Talk Groups do not receive inbound audio from the talk group homed out of their area. 

[bookmark: _Toc411607936]Issue 2 – Emergency Button activations:

Where two talk groups homed on different zones are patched and regrouped, and a user activates an emergency button on one talk group, although the relevant alarm signalling goes to all the dispatchers there is no pre-emption of audio if a user on the other talk group is transmitting. At its worst this could mean a 12 second non urgent transmission over talks the typical 10 seconds ‘hot mike’ from an emergency call.   

It should be noted however that the alarm signalling is delivered to dispatchers, who retain their pre-emptive rights over all users on all talk groups and are thus in a position to take control.  

[bookmark: _Toc411607937]Multi Zone Forces

Where a Force has Talk Groups homed in more than one Zone then the Patch and Regroup issue described above will affect them. 

[bookmark: _Toc411607938]Inter Force Working

All cross border working will be affected. Mutual Aid Talk Groups and any Talk Groups belonging to national bodies will be affected by this issue. 

[bookmark: _Toc411607939]Fleet Mapping Solution

The Fleet map based solution to the audio path issue is relatively simple, and reflects the functionality of earlier radio control systems in use by forces prior to Airwave, in that any Dispatcher wishing to monitor and transmit on Talk Groups in a patch must have ALL the relevant Talk Groups presented to him/her on the control console, i.e. work with the patches constituent Talk Groups Multi-Selected. 

CCI port configuration should be such that all dispatchers can access all talk groups that might be involved in a regrouped patch so as to be able to either apply the patch, or successfully monitor all elements of the conversation.

NB: Patch and Regroup is a CCI based function. Where forces use ICCS that allow a dispatcher to be connected to multiple CCI ports then patch and regroup will only occur between talk groups on the same CCI port.  

Talk Groups on separate CCI ports will be connected via ICCS based audio routing which may overcome the missing audio issue, but will result in the continued use of a timeslot per talk group on the infrastructure as no re-grouping can take place.  

[bookmark: _Toc411607940]Radio Terminal Issues

Forces are also reminded that dependent upon the make of their radio terminals, it may be necessary to ensure that the Passive Scanning function is enabled to ensure the terminal is able to monitor transmissions on the temporary system-created GSSI that is effectively DGNA’d to the sets for the duration of the regrouped patch.    
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1.    	OVERVIEW



1.1	This document defines the Communication Tactical Advisor Governance and the 	Communication Tactical Advisor Governance Working Group function (CTAGWG); a tri-	service operational group with representation from England, Scotland and Wales. 

1.2	CTAGWG’s remit is to develop and agree a coherent operational approach to the 	development and use of operational Airwave services provided to police, fire and ambulance 	and best operational exploitation of the service provided. Also, to consider issues and 	exceptions in the use of the Airwave system across areas of common purpose



2. 	OBJECTIVES



The objectives of CTAGWG are: 

i. To develop and agree a coherent operational approach to the development and use of Airwave services provided to police, fire and ambulance; 

ii. To consider how any changes made to the Airwave service agreed at ESAUG – which affect or potentially affect more than one user group – can be incorporated to mitigate any potential disadvantage; 

iii. To constantly review Communication Tactical Advisor training to ensure sustainability and relevance

iv. To review performance of the network at an operational level and to ensure that where an issue is identified, appropriate mitigation is implemented and shared. 

v. To identify efficiencies that can be achieved by joint working and agreements;  

vi. To promote the effective operational exploitation of the Airwave service to deliver improvements to multi-agency interoperability; 

vii. To identify areas of continual professional development of Communication Tactical Advisors 

viii. To review recent operations, incidents and exercises to identify lessons to be disseminated to operational communication advisors through a defined lessons identified process where recommendations are agreed at the ESAUG 

ix. To consider, during the development of and transition to ESN, how current business as usual activities and business continuity can be effectively transferred 





3. SCOPE 



3.1	CTAGWG’s scope is to consider issues / exceptions of conflict and improvement and to agree 		resolution where possible

	

4.         GOVERNANCE STRUCTURE



4.1	CTAGWG will be chaired on a rotating basis, as agreed by the membership. 



4.2	CTAGWG will raise issues / exceptions to Emergency Services Airwave User Group (ESAUG) 	and National Airwave Covert User Group(NACUG) as necessary and undertake delegated 	tasks.  



4.3	CTAGWG will keep its structure under ongoing review and will refine where appropriate. 



	Annex A contains an illustration of the governance structure. 

	Annex B contains the regional meeting structure

	The role profiles are detailed in Annexes C to E;

	Annex F contains the operational requirements for each force/service/trust. 











5.         AUTHORITY



5.1	CTAGWG is sponsored by Emergency Services Airwave Strategy Group (ESASG) and reports 	directly to ESAUG for Overt matters and National Airwave Strategy User Group (NASUG) and 	reports to NACUG for Covert matters. 



5.2	ESASG is sponsored by Ambulance Radio Programme (ARP) on behalf of the Association of 	Ambulance Chief Executives (AACE) and Department of Health and Social Care (DHSC); 	National Police Chiefs’ Council (NPCC); National Fire 	Chiefs Council (NFCC); Home Office; 	Scottish Government; and Welsh Government. Collectively, these organisations represent 	the emergency services throughout England, Scotland and Wales. 



6.         FREQUENCY



6.1	CTAGWG will meet quarterly. Consideration of urgent issues may require an extraordinary 	meeting or if appropriate, will be conducted through correspondence or teleconference. 



7.         ATTENDEES



7.1	CTAGWG consists of the following members:



		Sector

		Organisation

		Representative



		Police

		Operational Communications in Policing

		Operational Lead   



		

		College of policing

		Training Lead



		

		Covert/CTU

		  



		

		Home Office

		



		Fire

		Home Office

		



		Ambulance

		ARP

		



		Scotland

		Emergency Services

		



		Wales

		Joint Emergency Services

		



		Regional Coordinators

		

		



		

		  

		



		

		

		



		

		

		







7.2	Attendance of Airwave Solutions Ltd (ASL) and Motorola will be at the discretion of 	CTAGWG. Normal convention will be to invite ASL and Motorola to participate in an OPEN 	session of the scheduled meetings 





8.         SECRETARIAT

	

8.1	The CTAGWG secretariat function will be carried out by the following: 



8.2	Secretariat will be nominated from the CTAGWG Community

 

8.3	Actions and decisions of the CTAGWG meetings will be produced. 

	Any CLOSED session actions if required will be classified OFFICIAL – SENSITIVE and carry 	handling instructions that specify the domains across which they can be emailed. 

	Any OPEN session actions will be classified OFFICIAL and carry handling instructions.











ANNEX A







COMMUNICATIONS TACTICAL ADVISOR GOVERNANCE STRUCTURE





	This meeting will feed into the Emergency Services Airwave Strategy Group (ESASG) via the Emergency Services Airwave User Group (ESAUG) and NASUG via NACUG



	The meeting will discuss recent operations, training requirements, best practice, operational procedures, CPD requirements and Lessons Identified. Regional Coordinators will feed this information to Force Lead Tactical Advisors for dissemination



	Any actions created by ESASG would be resourced by a Working Group utilising a spread of identified operational tactical advisors from throughout the country
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ANNEX B







REGIONAL MEETING STRUCTURE









Quarterly meeting



Regional Coordinator

Force Lead Tactical Advisors

Fire Service representative

Ambulance Service representative

Airwave Technical Dept representative

Regional CT link

Control Room Representative

Ops Planning Representative

Any other dept as required











































































ANNEX C







 TACTICAL ADVISOR ROLE PROFILE





To act as communications advisors on all aspects of emergency services operational communications, to support the Operational and/or Tactical Commander in the effective management of both pre-planned events and spontaneous incidents



Once trained the advisors are able to deal with both planned and spontaneous incidents where Airwave communications is likely to be a factor. Advisors can give advice on coverage and capacity of locations based on knowledge of Airwave infrastructure, along with the use of interoperability talk groups. They have knowledge of any other technical solutions that Airwave can provide to assist with operational issues relating to Airwave coverage and/or capacity. 



Advisors hold a portfolio of evidence of operational deployments and are expected to be operationally deployed at least once in an 18-month period and have attended a CPD event to maintain their qualification











































































ANNEX D







LEAD TACTICAL ADVISOR ROLE PROFILE





Forces should identify a qualified tactical advisor to act a Lead Tactical Advisor. This role is responsible for:



Reaccreditation of Force Communication Tactical Advisors (18-month basis)

Organising Tri Service TAC Ad meetings

Internal communications with force TAC Ads

Act as a link to their Force 3ES and other agencies

Act as a link to their local CT/ROCU/NCA Units

Maintain local TAC Ad list

Issue approval for attendees on future courses

SPOC for relevant documents

Organise FIM (Force Incident Manager) training/TAC AD input

Link in to any local exercises as comms lead

Ensure Organisational Guidance (App F) is adopted by force/organisation

Report any lessons identified and issues to regional coordinator

Support all spontaneous incidents and support a Multi-Agency Airwave Cell





































































ANNEX E







REGIONAL COORDINATOR ROLE PROFILE





Regions should identify a Regional Coordinator. This role is voluntary and is responsible for:



Organisation of Regional Tri Service TAC AD Meetings

Attend CTAGWG Group

Communication with Force Lead TAC Ads

Maintain Regional TAC AD lists

























































































ANNEX F







ORGANISATIONAL GUIDANCE





Every police force in the country is responsible locally for the identification, management and continual professional development of Airwave Tactical Advisors. National training is provided by College of Policing, a 3-day course, attended by all 3ES, developed in conjunction with JESIP, for Overt Communication Tactical Advisors. The College charge forces a fee of £400 per student based on cost recovery. Historically there tends to be a mix of staff from control rooms, operational planning depts and Airwave technical depts attending the courses. 



There are currently around 330 trained Communication Tactical Advisors throughout police forces within England, Scotland and Wales, although this number is likely to change following update days and further planned Communication Tactical Advisor courses. 
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Advisors are based in various roles within forces, but mainly in control rooms, operational planning depts and Airwave/IT Comms depts.  



The use of Communication Tactical Advisors is a requirement of each force based on Civil Contingencies Act legislation, JESIP and Operation PLATO guidance



All SOPs or incident checklists should include Communication Tactical Advisor consultation in the following circumstances:



· Any Critical or Major Incident

· Any pre-planned event or demonstration

· Any incident that could affect the Airwave Network/Coverage/Capacity or would utilise Multi Agency Talk Groups



Number of Tactical Advisors required by forces

A force should have enough qualified Communication Tactical Advisors to cover incidents 24 hours a day. This can be by on duty or on call, this to be risk assessed by the individual force.



Force Ops Planning

Ensure all planning meetings operational orders for pre-planned events or demonstrations have Communication Tactical Advisor involvement 



Force Control Rooms

Ensure all SOPs for major and critical incidents include obtaining advice from a Communication Tactical Advisor 



Organisation

	Identify Lead Tactical Advisor

In conjunction with region identify Regional Coordinator
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Throughout this document, guidance and instruction is presented in this format with a grey
background.

Note that this an interactive PDF document, designed to be viewed
electronically. Navigate through the document by:

e Clicking a heading in the main Table of Contents above.
e Clicking a link (underlined and in blue) will take you to that section.

e Clicking a heading in the “Bookmark” section of your PDF
Viewer which can be opened using this button.

¢ Click on the Contents icon at the bottom right of every page [==

to return to the Table of Contents at any time. =:
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Glossary

This glossary provides guidance on terms used in this document — it is not a detailed
lossary for either Airwave or Armed Policing policy and practice.

Acronym or term

Full title

Airwave

UK National emergency services radio network

Bronze (Bx)

Operational level in the Gold, Silver, Bronze command
structure, often abbreviated to Bx.

BRM

Business Relationship Manager - Airwave staff responsible for
maintaining relationship with customers

BTP

British Transport Police

Covert Airwave

Airwave radios using end to end encryption issued to some
specialist users

Communications Tactical Advisor. Formerly known as Airwave

CTA Tactical Advisor or Operational Communications Advisor.

CTPOR Counter Terrorism Police Operations Room

CTSFO Counter Terrorism Specialist Firearms Officer

EOD Explosive Ordnance Disposal

FIM Force Incident Manager

FTA Firearms Tactical Advisor

Gold (GX) Strategic Ievgl in the Gold, Silver, Bronze command structure,
often abbreviated to Gx.

MACA Military Aid to Civil Authorities

MTA Marauding Terrorist Attack

MTA JOPs Rgsppnding to A Marauding Terrorigt Attack: Joint.Operating
Principles For The Emergency Services JESIP Guidance

NMC Network Management Centre (Airwave)

NPCC National Police Chief’'s Council
Operational Communications in Policing - division of the NPCC

OCiP with responsibility for oversight and support of Airwave

nationally.

Operation Plato

Multi-Agency response to an ongoing MTA

Operation Temperer

Mass conventional military armed support to Police in the event
of a large-scale terrorist attack or threat level rise to CRITICAL.

OFC Operational Firearms Commander
Overt Airwave Standard Airwave radios issued to the majority of users
PLO Police Liaison Officer - Police Officer on secondment to OCiP,
providing support to forces
PMA Police Mutual Aid - A set of talkgroups retained by the Home
Office to facilitate mutual aid deployments
Sl S Tactical level in the Gold, Silver, Bronze command structure,
ilver (Sx) often abbreviated to Sx
SFC Strategic Firearms Commander
SMU Specialist Military Units
An assigned communications group that makes radios act as if
Talk group .
all users on the same group were using the same channel
TFC Tactical Firearms Commander —=
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1. Overview and Purpose

It is recognised that a marauding terrorist attack may be an extraordinary event with
unprecedented demands placed upon all aspects of the policing (and emergency service
partners) response and the supporting systems. This document seeks to update and bring
together previously circulated advice and guidance for the use of Airwave during an MTA,
including on a moving train, where a vehicle pursuit is involved or a siege situation develops.
It also provides advice in respect of the use of Airwave during an activation of Operation
Temperer. Each of these situations has it's own national guidance which this document is
designed to complement and support. Nothing in this document is intended to deviate from
the advice and guidance provided in those source documents which include:

¢ “National Operation Plato Guidance” and the “Responding To A Marauding Terrorist
Attack: Joint Operating Principles For The Emergency Services” (MTA JOPs) documents
which cover the response to an MTA.

e The “Armed Cross Boundary Protocol between the British Transport Police and National
Police Chiefs Council” covers the response to an MTA on a moving train.

o “Temperer — Police National Operational Plan” is the national guidance document for
Operation Temperer.

e The “Operational Citadel” document provides the national guidance in respect of
managing a terrorist siege situation.

The Airwave Network (“Airwave”), as the primary critical communications system for all three
UK Emergency Services will underpin any operational and tactical response from the three
Emergency Services. Effective management and use of Airwave will ensure that
communications are maintained for all, supporting the response and that the
Communications Tactical Advisor (CTA) is able to offer proactive options. Conversely the
failure to consider Airwave may lead to disruption and even failures of the network,
endangering the safest and earliest resolution of the incident. The CTA may find that they
are responding to avoidable “reactive” issues that have already impacted on theresponse.

For Airwave and from the perspective of a CTA and users, there are several particularly
challenging aspects:

The initial response will be local, but escalation may be regional or national.

Mutual aid, particularly firearms officers, may be spontaneously deployed.

Overt and covert Airwave resources may be deployed.

Command and control may transfer from overt Control Room(s) to Covert

Operations Room(s) or become a joint venture.

o Although interoperability exists between overt and covert Airwave users, there are
limitations to the number of talk groups that can be accessed by covert users.

o The physical Airwave infrastructure will have capacity restrictions, particularly in rural

areas, on the number of talk groups and users that can be accommodated at any

one time.

Also included in this document is guidance on the involvement of the military personal in

an MTA under the Military Aid to Civil Authorities agreement which could include q
Milita& Unit§ (to assist in resolving an incident) or an [Operation Temperer (mass milita

support to Police) deployment )|
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Lastly there is guidance for an incident on a moving or stationary train or on other land or
property within British Transport Police (BTP) jurisdiction.

Appended to this document are several documents which may assist a CTA who is called
upon to advise in an MTA, the Role of the Communications Tactical Advisor, |MTA Phaseg
land Quick Reference Guidel| Communications Tactical Advisor Aide Memoir)| Talk Group
Availability Across Different Agencies and| Event Planning Guidance|

This document is primarily aimed at Police CTAs. Their managers, Police Control Room
Supervisors and managers are strongly advised to familiarise themselves with the contents
of this document. This document is also relevant and should be made available to:
e Police control room staff.
Police Airwave support teams
Police operational planners
Tactical Firearms Commanders
Firearms Tactical Advisors
Communications Tactical Advisors from other Emergency Services

All decisions should be made and reviewed in line with the College of Policing
National Decision Model.

Gather
information and
intelligence

Assess threat and
risk and develop a

Code waorking strategy
of
Ethics

Identify options and Consider powers and
contingencies policy

The NDM has six key elements. Each component provides the user with an area for
focus and consideration. The element that binds the model together is the Code of
Ethics at the centre. Any Police Officer or member of Police Staff should have a working
knowledge of this model before being placed in a decision-making role.
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2. Marauding Terrorist Attack

An MTA may take many forms, ranging from a low sophistication attack (for example a
single subject using a bladed article or vehicle to injure or kill) through to a multi sited
firearms and/or IED attack involving multiple individuals (MTFA).

Operation PLATO is the agreed national identifier for the multi-agency response to an
ongoing MTA. A PLATO declaration may generate the need for the deployment of additional
armed officers, cross boundary, both regionally and nationally.

21. Police Control Room - Initial Actions

An MTA may initiate a large volume of calls/contact from the public into all three emergency
services. It is essential that all police staff receiving incoming calls have an awareness of the
potential indicators that an MTA may be taking place. These may include reports of:

e Subject(s) armed with bladed weapons

¢ Use of a moving vehicle as a weapon

e Use of firearms which may include high velocity military style weapons

e Use of improvised explosive devices and/or military grenades
There may be initial confusion around the location(s) and nature of incident(s) and multiple
incident logs created from what might be conflicting information or accurate but evolving

updates from the public.

Notification to the Airwave National Management Centre will activate network monitoring
systems and major incident processes.

Note that there will be a range of priority actions to be completed by staff within the
police control room, including contacting relevant Ambulance and Fire Services and
possibly other Police Forces including the British Transport Police for incidents on

the national rail network.

These control room actions and the methods to be employed are detailed within the
“National Operation Plato Guidance” document and not repeated in this document
which focuses on Airwave.

On receipt of information that an MTA may be taking place, the Control Room
Supervisor should, as a priority action, contact the Airwave Network Management

Centre (NMC) on:
0800 085 9995

o Use the phrase “This is a Police Major Incident” to activate the correct response from
Airwave

o Give the location of the incident(s)

e Record the Airwave Reference Number
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The initial response to an incident will be on local talk groups however it is likely that this will
be quickly overwhelmed. Unarmed responders may become involved and seek urgent
assistance. Despatchers may be placed under intense pressure as they try to support an
effective response at the same time as multiple users may make repeated use of their
emergency button which cannot be suspended. This can lead to issues with Airwave
network capacity.

Whilst each force will have contingency plans to manage a response to an MTA they should
be based on national guidance. The guidance contained within this document in respect of
Airwave communications should be followed in order to support an effective
communications plan.

Any cross-boundary assets assigned (e.g. armed response vehicles) should use nationally
approved talk groups such as NATFA 1 and 2.

Force contingency plans will also address management of other demand at this time.
Depending on the scale of the incident, the capability of the force concerned and level of
demand, response policing could be effectively suspended, either by policy or the sheer
impact of the incident. The force may be restricted, for example to answering only Grade 1
(priority) calls.

Airwave talk group interoperability exists between overt and covert Airwave users but there
are limitations to the amount of talk groups covert radios can access. ISee Appendix D —l
Talk Group Availability Across Different Agencies |

Physical local restrictions, dependent upon the size and capacity of the local Airwave
infrastructure, will impact on the number of talk groups and users that can be
concurrently serviced in any one location.

A CTA can assist with advice and guidance on coverage, capacity and talk group availability
across all possible responders.

Police Control Room supervisors should rapidly develop an awareness of the
coverage and capacity of the Airwave network at the incident location(s) and take
steps to ensure that the network is not overloaded.

Users, both overt and covert, must be made aware at the earliest opportunity of their
possible impact to the network, for example, the importance of radio discipline and
selecting the correct talk group before arrival at scene.

The Control Room Supervisor should, at the earliest possible time, appoint a CTA to
advise on the use of Airwave who can be tasked with management of these issues.

The CTA should not be given secondary duties as this can detract from their primary role.
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2.2. Communications Tactical Advisor — initial actions

As soon as a CTA is assigned to this role, they should rapidly assess the situation and
begin a log of decisions and actions which will assist in any handover to another CTA or
with post-incident debriefing and review. The log should include the time they were
appointed and other tasks they are expected to carry out in parallel.

Guidance for Communications Tactical Advisors

As soon as a CTA is appointed it is likely that they will take control of the issues in the
“Police Control Room — Initial Actions” section (2.1) of this document and the newly
appointed CTA should confirm that all have been completed. In particular:

Contact NMC on 0800 085 9995 to confirm that NMC are aware of the incident. The
CTA MUST use the phrase “This is a Police Major Incident” and give the location of
the incident(s) to NMC. Ensure NMC are updated with critical information, particularly if
the incident location changes and how to contact the CTA.

The CTA should rapidly develop an awareness of the coverage and capacity of the
Airwave network at the incident location(s) and take steps to ensure that the
network is not overloaded. Restrictions may be needed on the number of talk
groups in use, peer to peer (private) calls and telephony.

Users, both overt and covert, should be made aware at the earliest opportunity of
their possible impact to the network, for example, the importance of radio
discipline and selecting the correct talk group before arrival at scene. This will
continue throughout the incident.

Consider contacting a Covert Communications Tactical Advisor.

Where other forces or agencies are involved, contact their control in order to brief
their CTA where possible.

Consider early requests for Airwave assets or network enhancements.

If other areas of the force are continuing to work on unrelated activities and where
appropriate, these should be moved to alternative talk groups not likely to be needed for
the management of the primary incident.

Talk groups should not be patched as this has the potential to create issues with
transmissions. Where patches have already been put in, these should be replaced with
more appropriate arrangements and patches removed as soon as possible. Covert
Police and some Military (SMUs and EOD) radios will not work on patched talk

droups.

Contact local Airwave support teams for support. These teams could be tasked with
confirming coverage situation and capacity limits for serving cell sites for the relevant
location(s) as well as ongoing monitoring.

If available, use Insite to monitor the performance of the Airwave Network. If you do not
have access, faster and more regular contact with NMC will be essential.

Be prepared to stun radios that disrupt group communications and where attempts to
resolve the situation have failed.
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¢ Initial armed response will be managed via NATFA talk groups (PFFFF NATFA 1 or 2) of
the force with primacy. Firearms mutual aid should be directed to select the appropriate
talk group as soon as possible and always before arriving on scene to avoid talk group
dragging.

e Should two NATFA talk groups be insufficient, the primary additional options are the
controlling force INTOP 1 talk group (PFFFF INTOP 1). Talk Groups INTOP 2 and 3 can
also be used but note that there is no guaranteed access for SMUs to those talkgroups.

e INTOP 1 and 2 are designated for pursuit management but it is assumed that an MTA will
take precedence. Officers not engaged on this incident should be made aware these talk
groups are not available for pursuits.

e Should further talk groups be required then controlling force EVENT talk groups (PFFFF
EVENT) can be used. If this is the case, then Firearms Commanders should be made
aware that SMUs and elements of the national CTSFO network may not be able to
access these talk groups. Overt radios can but not all Covert radios have this
capability.

e EVENT Talk Groups may also be in demand for supporting the police operation including
outer cordons, traffic management etc.

e Alert managers to the need to activate and supply staff to manage additional talk groups
for issues including mutual aid and multi-agency working.

e The controlling force Police Hailing Group (PFFFF HG1) is permanently monitored but
sometimes in addition to other tasks. During an MTA, where mutual aid may be coming
from other forces to support, the hailing group may become significantly busier.

o Where incoming Mutual Aid resources are replacing resources previously deployed on
local talk groups, this offers an opportunity to deploy Mutual Aid on National talk groups.
See| Appendix D — Talk Group availability across Different Agencies|

3. Multi-Agency Considerations

Any response to an MTA will include all three emergency services as well as a range of other
Category 1 and 2 responders (as defined by the Civil Contingencies Act). The response to
an MTA may also include SMUs or other elements of the military.

3.1. Civilian Services Interoperability
Interoperability between forces, other emergency services and responders is facilitated using
Airwave with the following talk groups:

Emergency Services Inter Control Room — ESCTRL - are Ambulance Service owned
talkgroups (one per Ambulance Service region) that provide the 3 Emergency Services
control rooms with the ability to notify each other and share information in response to a
wide variety of major and / or critical incidents. Early and ongoing information sharing
between the Emergency Services control rooms and their services responders is an
essential requirement in delivering a coordinated response (in line with the METHANE
pneumonic).

Incident Command - IC 1 (PFFFF IC1) should be used for Emergency Service / Multi-
Agency Incident Command talk group providing interoperability at tactical command (silver)
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level between police and approved other organisations such as fire and ambulance services.
(London has IC1 and 2, Scotland has IC1, 2, and 3).

Emergency Services -ES 1 -3 (PFFFF ES 1 -3, 1 -6 in London, 1 — 12 in Scotland) are
force owned talk groups intended for Emergency Service / Multi-Agency Incident Command,
providing interoperability at operational command (bronze) level on the ground between
police and other organisations such as fire and ambulance services — for example to
coordinate rescue and recovery.

Police Mutual Aid - PMA 81 - 90 (PMA 81 — 90) are Home Office owned national Multi-
Agency Incident Management talk groups however need to be opened for use by NMC. For
advance events, booking of PMAs is through your force PLO representative. For
spontaneous, out of hours or urgent requests, this is done through NMC. You will be given a
PMA relevant to your area.

Multi Agency Mutual Aid - MAMA 1 — 10 (XMAMA 1 — 10) are Airwave owned national talk
groups suitable for interoperability with ANY organisation that possesses Airwave radios.
XMAMA 1 is always available for spontaneous events. The remainder are allocated to
geographic regions and can be booked in the same way as PMAs.

Inter-Agency Talk Group — IAT1 (XFFF IAT 1) are Airwave owned talk groups linked to
each territorial force area and suitable for interoperability with ANY organisation that
possesses Airwave radios. They are always available for spontaneous events.

For more information on all the above talk groups, availability across agencies and
regional allocations, see Appendix C —Communications Tactical Advisor Aide Memoir alnd
beppendix D — Talk Group availability across Different Agencies|

Guidance for Communications Tactical Advisors

IC, ES, MAMA and IAT are the primary talk groups for multi-agency interoperability. The
actual choice of talk group will depend on the purpose and the agencies interoperability is
required with.

When an incident occurs, it is good practice to contact NMC and ask for a multi-agency PMA
to be enabled which can then sit furloughed until needed if, for any reason, the primary multi
agency groups are not available on all handsets in use.

As with all talk group decisions it is essential that the CTA takes into account the capacity of
the serving cell sites to cope with the number of talk groups being used.

3.2 Specialist Military Unit Interoperability
SMUs may be called upon to assist in the resolution of an Operation Plato incident.

Incoming SMU resources will normally receive a face to face briefing from the police Tactical
Firearms Commander. If this is not possible then the SMU commander will use the local
force HG1 to make initial contact and agree the use of the SFBRIEF talk group (PFFFF
SFBRIEF) to facilitate contact between the Police TFC and SMU Commander.

Guidance for Communications Tactical Advisors

Should there be a need for further interoperability between police and SMU, other options
with suggested examples are:
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e Police Hailing Group (PFFFF HG1) for initial contact whilst on route.

¢ NATFA 1 and 2 (PFFFF NATFA 1 and 2) to gain situational awareness whilst on route and
for operational use if direct intervention is likely.

e Air to Ground (PFFFF A2G 1) will facilitate interoperability with NPAS Aircraft for either
tactical or de-confliction purposes.

e PDM FA 2 E for Direct Mode communications.

See Lb\ppendix D — Talk Group Availability Across Different Agencies for further quidance.|

4. Incident Developments

It may be that an MTA develops into a vehicle pursuit, a siege situation or some form of
planned intervention.

4.1. Pursuit

It is possible that suspects may make off in a vehicle(s) and a pursuit may result. If a pursuit
crosses into a neighbouring force area, officers who have followed the suspects may remain
on their original talk group and under the command and control of the original Controlling
Force until a formal handover (if appropriate) can be made.

The key Airwave challenge will be to manage a transfer of control from the original to the
new controlling force and appropriate talk groups.

Guidance for Communications Tactical Advisors

e Pursuing officers should use an INTOP talk group to ensure other forces can
monitor communications from ICCS positions.

¢ Advise Control Room staff in the receiving force to monitor appropriate talk groups from
the original force — using ICCS if possible but fixed mobiles or handheld devices if not.

o The new controlling force should establish a supporting communications plan using
the steps above, including the appointment of their own CTA.

o Original responders will need to change to the new Controlling Force talk groups if they
remain as part of the incident response.

e The original Controlling Force should allow for the possibility of their talk group(s) being
in use in the neighbouring force area, with the original firearms command structure until
such time there is a tactical opportunity to change talk groups.

e The CTA from the original controlling force should handover to the new CTA.
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4.2. Terrorist Siege

A siege situation could take place at any stage of an MTA or may result from a police
operation to contain terrorists into a location. It is also possible that a pursuit and decamp
could have taken place prior to suspects taking refuge in a location.

Guidance for Communications Tactical Advisors

¢ The establishment of a siege could be the first practical opportunity to move from local talk
groups to national ones, if not already done so. This is a higher priority as more specialist
resources, including SMUs, may become involved. endix C —Communications Tactical
Advisor Aide Memoirl and Appendix D — Talk Group availability across Different Agencies)|

¢ Command and Control may pass from a local Control Room to a Counter Terrorism Police
Operations Room (CTPOR) or become a joint enterprise.

e The overt police firearms operation should use NATFA 1, NATFA 2, and INTOP 1, 2 and
3 at the scene.

e Forces MUST use NATFA 1 and 2 where they are supporting SMU action.
o Care should be exercised if covert users are engaged operationally on these groups as it

will be very difficult for them to change talk group folders without withdrawing from
deployment for a short period of time.

4.3. Planned Intervention

If sole responsibility for intervention is handed to the SMU, they will typically move to military
communications systems once authorised to proceed.

Guidance for Communications Tactical Advisors

e Planned intervention, if done by police, should be managed on national talk groups
to facilitate overt police mutual aid if used.

e Where any sort of joint military and police action is undertaken, the host force CTA
should select talk groups that facilitate both interoperability and remote monitoring by
resources not in the host force control room. endix C —Communications Tactica
Advisor Aide Memoir and |Appendix D — Talk Group availability across Differen
Agencies.

5. Operation Temperer

Operation Temperer is a joint police / military contingency operation providing mass military
armed support to police in extreme national emergency circumstances. The military retain a
stock of Airwave radios for use in these circumstances. The plan consists of a number of
separate elements. These include:

Backfill — Deployment of military personnel at identified Ministry of Defence Police and Civil
Nuclear Constabulary sites to release armed police officers to support Home Office police
forces.
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Augmentation — Deployment of military personnel alongside armed police officers at key
high footfall locations (e.g. shopping centres, transport hubs) across the country.

Temperer Standby Battalions — Deployment of significant numbers of military personnel to
undertake specific operations (e.g. to search large open areas for suspects).

If “Op Temperer” is activated it will be beneficial for a CTA at each force using Military
resources to review numbers and locations of the incoming assets to consider possible
affiliation and congestion issues before they happen and offer Commanders pre-emptive
mitigating options.

An MTA that takes place whilst Temperer units are deployed raises additional complexities
with interoperability. Temperer military radios are programmed with some interoperability
talk groups (IC, ES, A2G, GOV and IAT) but use force EVENT and PMA talk groups for
operational deployments. See Appendix C — Communications Tactical Advisor Aide Memoir
and| Appendix D — Talk Group availability across Different Agencies)

6. Attack on a Train

NOTE: THE RAILWAY IS A DANGEROUS PLACE AND NO STAFF SHOULD ACCESS
THE RAILWAY WITHOUT A CLEAR AUTHORISATION FROM NETWORK RAIL. TREAT
ALL LINES AS LIVE. NEVER STEP ON ANY RAIL.

Should an MTA occur on a moving or stationary train or on other land or property within
British Transport Police (BTP) jurisdiction, there are further considerations regarding
coordination between BTP and other control rooms and officers.

The “Armed Cross Boundary Protocol between the BTP and National Police Chiefs Council”
provides the definitive guidance in respect of the response to an MTA within BTP jurisdiction.

Depending on the speed and location of a moving train it is wholly probable that more than
one police force control room will be aware of an incident and may be simultaneously
attempting to ascertain more details and provide an appropriate response. Initially there may
be confusing or conflicting information reaching more than one police control room.
Additionally, other emergency service control rooms may also be receiving related calls.

The BTP control room should be in a position to maintain effective communication, through
rail industry operations centres or directly, with the relevant train crews and will be in receipt
of information from a number of other sources that may not be immediately available to
firearms commanders in other forces. Therefore, until the train has come to a stop and its
exact location has been identified, BTP will assume responsibility for command, control and
coordination of the police response. Once the train has come to a stop and its exact location
established, the territorial force in whose area it is located will assume primacy in respect of
the command, control and coordination of the incident.

Guidance for Communications Tactical Advisors and Control Room Supervisors

e Where a territorial force needs to contact the BTP, that force should use the BTP
Hailing Group - PBTP — HG1.

e Where the BTP needs to contact a territorial force, the BTP should use that force
Hailing Group — PFFFF — HG1.
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The BTP TFC (FIM) should direct a change from the BTP Hailing Group to an appropriate
dedicated talk group as soon as practicable. However, given the collapsing time frame of
such incidents it may be appropriate to coordinate initial activity on the Hailing Group, until
such a point that it is becomes practicable to change. Once this change of talk group is
made, the BTP Hailing Group must continue to be monitored in the BTP control room so that
other forces who make contact can be immediately directed to join the identified dedicated
talk group.

PMA 75 is permanently enlivened and reserved to spontaneously support the initial
response between the BTP and relevent territorial forces in suspected MTA incidents.
Therefore PMA 75 is likely to be the talk group that the BTP TFC (FIM) nominates as the
dedicated group to move to at an appropriate point. As a National Forces Mutual Aid talk
group, it should be in the handsets, vehicle sets and appropriate ICCS positions for all
forces. All forces must retain a method of accessing PMA75 within their control
rooms in case of MTA on a train.

e Agree with the BTP how ongoing interoperability and information exchange will take
place.

o Note that PMA 75 is not routinely monitored by any force. Forces need to agree with
each other to use it before they do.

¢ If the location of the static train is rural, Airwave capacity management will be
critical. All units MUST be advised to select the right talk group some distance BEFORE
arriving on scene to avoid talk group dragging.

¢ Once the train has come to a stop and its exact location established, the territorial force in
whose area it is located will assume primacy in respect of the command, control and
coordination of the incident. At this point the relevant territorial police force TFC (FIM) will
direct, based upon Airwave tactical advice, which talk groups will be utilised for ongoing
management of the incident in line with their existing local tri-service MTA plans.

o Depending on the requirement for other forces and agencies to join, options for Airwave
interoperability with the BTP include:

Force INTOP talk groups

Geographic PMA talk groups 1 — 30 and 51 - 70
Force EVENT talk groups

Force NATFA talk groups

National Forces Interoperability PMA 71 — 75
Police Force IC1 talk group

Police Force ES talk groups

National Multi Agency interoperability PMA 81 — 90
IAT talk group

MAMA talk groups
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Appendices

There are five appendices:

Role of the Communications Tactical Advisor]
MTA Phases and Quick Reference Guide|
Communications Tactical Advisor Aide Memoiﬂ
Talk Group Availability Across Different Agencies
Event Planning Guidance

moOoOw»

Appendix A — The Role of the Communications Tactical Advisor

The Communications Tactical Advisor will be responsible to their operational and planning
teams, providing advice and best practice guidance on all aspects of pre-planned and
spontaneous operational use of Airwave.

They will have a high level of understanding of the provisions made for the tactical use of
mandated and mutual aid talk groups, together with the Airwave service requirements
around maijor incident and event planning.

In practice, the role involves:

e Giving advice regarding the capacity and capability of Airwave;
e Raising awareness of the limitations of Airwave;

¢ Highlighting the importance of non-essential function use.

For them to be effective, the Tactical Advisor must be invited to participate at the very
earliest stages of major event planning and similarly be invited to assist where
protracted spontaneous incidents are encountered in control rooms.
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Appendix B — MTA phases and quick reference guidance

Phase Action Talk Groups Notes
Initial Calls Immediate Local BAU groups and
Response NATFA TG if firearms
deployed
Escalation Move to Nationally | NATFA 1 or NATFAZ2,
available groups. | expand to INTOP 1, 2
and 3
Temperer Check if attack is | EVENT Groups may Event groups not
Live? on Temperer already be supporting | generally in E2E covert
protected this deployment. radios. E2E radios will not
premises. operate in patched
groups. (will change
2020)
Escape / Incident to remain | Use INTOP for pursuit | May require use of Fixed
Pursuit on original host if possible. Maintain Mobile or hand-held radios
force groups, established talk groups [ in control rooms.
irrespective of any | until formal command
relocation. handover has taken
place.
Decamp in As above. Every effort should be
neighbours made to seek support
force area from local controllers with

knowledge of area, via
Fixed Mobiles or Hand-
Held radios.

Incident goes
‘local’ in new

Contact CTA in
new host area

Manage transfer of control
from the original to new

force area control room if force — see Section 4 —
possible Incident Developments
Siege NATFA 1or2or Firearms command to
INTOP 1,2 and 3 recognise need for use of
NATFA if MACA called for
SMU support.
Intervention Police Only NATFA 1or2or Firearms command to
INTOP 1, 2, and 3 recognise need for use of
NATFA if MACA called for
SMU support.
Transfer of Covert Overt NATFA1, NATFAZ2,
Command to Interop INTOP 1,2 and 3
CTPOR
Intervention SMU called As appropriate:
PFFFF SFBRIEF for
live briefing
NAT FA talk groups for
tactical or joint working
with Overt and Covert
Moving Train | Hail BTP Use BTP HG1 or May already be active if

BTP Control Room
phone

other forces are receiving
999 calls as train moves
across counties.
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Appendix C — Communications Tactical Advisor Aide Memoir

Local Site Trunking

Ground Based
Network Resilience

Cluster Hot Standby

Local service only
Guaranteed vehicle coverage only

Operation Soundwave
2-3 minutes outage

PMA 31 -50
PMA 71-75
PMA 76 — 80
PMA 81 -90
PMA 91

BR SITES 1 2 3 4 POLICE MANDATORY TALK GROUPS
Time slots 4 8 12 16 Min 33 per force + all PMA TGs
Voice slots 2 6 10 14 + = Some forces have more than minimum
Control Channel 1 1 1 1 * = Airwave owned TG, in many agency
radios, not to be used for sensitive comms
IP data 1 1 1 1 # = Only in relevant handsets
TALK | 0 | 2 485 | 8&9 HG 1 Police Haili_n_g
GROUP ‘ Highest | Silver & Primary P2P & ISI:I-I'IFOT? 14 IS:taerrzrs ::?"IclJlsnsgBorder)
PRIORITY Firearms TGs Telephony ) P
IcC1 + Incident Command (Sx)
TACTICAL Coverage Capacity ES1-3 + Emergency Services (Bx)
OPTIONS IAT 1 * Inter Agency
Immediate DMO only Reduce number of TGs A2G 1 Air 2 Ground
DMO into Limit P2P PROT 1 # Specialist Protection
Gateway Limit telephony NATFA1-2 # National Firearms
Emergency Mobile Base Temporary Additional EVENT1-6 + Force Event
(6hrs) Station (MBS) Capacity (TAC) GOV1-2 Gov'ment Interoperability
MAMA1-10 * Multi Agency Mutual Aid
Pre-planned | Special Coverage TAC Police Mutual Aid TGs
Technical and PMA TGs are divided into Primary (see
Operation Support below) and National PMA functions
[ S
NETWORK Impact National PMA TG allocations
RESILIENCE

Administrative

National Forces Mutual Aid
Specialist Mutual Aid
Multi-Agency Incident Mgt
Travelling (quiet)

Primary (Geographic) PMA, Multi Agency PMA and

MAMA Talk Group Allocation by Force

Forces Primary PMA Multi Agency MAMA
TGs PMA

Avon and Somerset, Bedfordshire, Cambridgeshire,

Cleveland, Cumbria, Derbyshire, Durham, Gloucestershire,

Greater Manchester, Hertfordshire, Humberside,

Lancashire, Leicestershire, Lincolnshire, Norfolk, North L A 2

Yorkshire, Northumbria, Nottinghamshire, Suffolk, Thames

Valley, West Mercia, Wiltshire.

Cheshire, Dyfed-Powys, Gwent, Merseyside, North Wales,

Northamptonshire, South Wales, South Yorkshire,

Staffordshire, Warwickshire, West Midlands, West S RIS 4-5

Yorkshire.

Devon and Cornwall, Dorset, Essex, Hampshire, Kent, 21 -30 35 - 86 6.7

Surrey, Sussex.

Scotland. 51-60 87 - 88 4-5

City of London, Metropolitan. 61-70 89-90 6-7
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Appendix D - Talk Group Availability Across Different Agencies

Different agencies and units within the police forces can have different talk groups available
within their standard radio fleetmaps. Whilst there are exceptions to these rules, this table is
a good general rule of thumb.

Specialist Military / Op
Military Units Temperer

Talk Group Police Overt | Police Covert

PFFFF HG1
PFFFF SHG1
PFFFF A2G 1
PFFFF INTOP 1
PFFFF INTOP 2
PFFFF INTOP 3

PFFFF NATFA 1 See note 1

PFFFF NATFA 2 See note 1

PDMFA2E See note 1

PDM OPS 1E

PFFFF EVENT GROUPS
PFFFF PROT 1 See note 1

PFFFF SFBRIEF See note 1

PFFFF IC1

PFFFFES12and 3
PFFFF GOV 1 and 2

PFFFF IAT 1

PMA 1 to 70
PMA 71 to 75

PMA 76 to 80

PMA 81 to 90

Note 1 — These talk groups are only in relevant handsets, e.g. NATFA are only in Firearms
handsets.

Note 2 — Handsets will have, for most forces, PFFFF EVENT 1 — 3, however in forces where
the numbering structure is different (e.g. starts at 10), handsets will normally have the first
three EVENT talk groups (e.g. 10, 11 and 12). All handsets will have ALL London (PLON
EVENT) talk groups.

Note 3 — Will have access from Q4 2020.
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Appendix E - Event Planning Guidance

Review the coverage map for the location.

Coverage Consider the use of DMO and Gateways.

Is additional support from Airwave required?

Is a control point necessary?

Consider location — proximity to event, staffing and

G el equipment requirements, available CCI

What is the Control Point fallback
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